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Why you need security for your website

The Internet has created many new global business opportunities for enterprises
conducting online commerce. However, the many security risks associated with
conducting ecommerce have resulted in security becoming a major factor for online
success or failure.

Over the past 7 years, consumer magazines, industry bodies and security providers
have educated the market on the basics of online security. The majority of consumers
now expect security to be integrated into any online service they use, as a result they
expect any details they provide via the Internet to remain confidential and integral. For
many customers, the only time they will ever consider buying your products or
services online is when they are satisfied their details are secure.

This guide explains how you can utilize InstantSSL to activate the core security
technology available on your existing webserver. You will also learn how InstantSSL
allows you to protect your customer’s transactions and provide visitors with prod of
your digital identity — essential factors in gaining confidence in your services and

identity.

Using InstantSSL Certificates to secure your online transactions tells your customers
you take their security seriously. They will visibly see that their online transaction will
be secure, confidential and integral and give them the confidence that you have
removed the risk associated with trading over the Internet.

Using Security helps you realize the benefits of online commerce:

Cost effectiveness of online operations and delivery
Open global markets — gain customers from all over the world
New and exciting ways of marketing directly to your customers

Offer new data products and services via the Web

Only if you have visibly secured your site with SSL security technology will your
customers have confidence in your online operations. Read on to learn how SSL helps

you achieve the confidence essential to successful e-commerce.



What is S5L7?

Secure Sockets Layer, SSL, is the standard security technology for creating an
encrypted link between a web server and a browser. This link ensures that all data
passed between the web server and browser remain private and integral. SSL is an
industry standard and is used by millions of websites in the protection of their online

transactions with their customers. In order to be able to generate an SSL link, a web
server requires an SSL Certificate.

When you choose to activate SSL on your webserver you will be prompted to complete
a number of questions about the identity of your website (e.g. your website’s URL)
and your company (e.g. your company’s name and location). Your webserver then
creates two cryptographic keys — a Private Key and a Public Key. Your Private Key is
so called for a reason — it must remain private and secure. The Public Key does not
need to be secret and is placed into a Certificate Signing Request (CSR) — a data file
also containing your details. You should then submit the CSR during the SSL

Certificate application process Comodo, the InstantSSL Certification Authority, who
will validate your details and issue an SSL Certificate containing your details and

allowing you to use SSL.

Your webserver will match your issued SSL Certificate to your Private Key. Your
webserver will then be able to establish an encrypted link between the website and

your customer’s web browser.

For detailed application and installation instructions please refer to section “Step by

step instructions to set up SSL on your webserver” of this guide.
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“SSL is the de facto web
transaction security
technology. Webservers
have been built to support
it; web browsers have
been built to use it.
Secure your customers
transactions
transparently without

your customers having to

do a thing!

Displaying the S5L secure padlock

The complexities of the SSL protocol remain invisible to your customers. Instead their
browsers provide them with a key indicator to let them know they are currently

protected by an SSL encrypted session — the Padlock:

S @ Internet

As seen by users of Internet Explorer

Clicking on the Padlock displays your SSL Certificate and your details:

Certificate E]E

General |Detai|s Certification Path

F
Certificate Information

This certificate is intended for the following purpose(s):
+Ensures the identity of a remote computer

*Refer to the certification authority's statement for details.

Issued to: *.comodo.net

Issued by: Comodo Class 3 Security Services CA

Valid from 27/09/2002 to 26/09/200%

Enstall Cerﬁﬁcate...§| [ Issuer Statement ]

As seen by users of Internet Explorer

All SSL Certificates are issued to either companies or legally accountable individuals.
Typically an SSL Certificate will contain your domain name, your company name, your
address, your city, your state and your country. It will also contain the expiry date of
the Certificate and details of the Certification Authority responsible for the issuance of

the Certificate.

When a browser connects to a secure site it will retrieve the site’s SSL Certificate and
check that it has not expired, it has been issued by a Certification Authority the
browser trusts, and that it is being used by the website for which it has been issued. If

it fails on any one of these checks the browser will display a warning to the end user.
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“Starting at only $49 per
year per Certificate, with
additional bulk and multi-
year discounts available,

InstantSSL provide the
most cost effective fully

validated and fully
supported Certificates

available.”

Why should you use an InstantSSL Certificate?

Comodo, the Certification Authority behind InstantSSL, is the fastest growing SSL

Provider in the world. Unlike other Certification Authorities, Comodo does not just
provide SSL Certificates — they are a world-renowned security and cryptography

service provider. When you are a customer of Comodo, you can feel safe knowing that

your website security is provided by experts.

InstantSSL Certificates are the most cost-effective fully validated and fully supported
128 bit SSL Certificates you can buy today! You can contact the technical support
team between 3am- 7pm EST (soon to be 24 hours). You can also feel safe in the
knowledge that Comodo will validate your application in accordance with the latest
digital signature legislation pertaining to Qualified Certificates. This validation is done

effectively and quickly, ensuring you need not wait the traditional 3 working days
normally associated with a fully validated SSL Certificate.

InstantSSL boasts industry leading browser ubiquity — comparable to Verisign and
Thawte, however without the costs associated with other SSL Providers. InstantSSL
Certificates are compatible with over 99% of browsers — including Internet Explorer
5.00 and above, Netscape 4.5 and above, AOL 6 and above and Opera 5.00 and

above.
InstantSSL benefits summary:

InstantSSL Certificates are the most cost effective SSL Certificates you can buy which

include:

Full validation conducted quickly — in many cases you can expect your SSL
Certificate to be issued within minutes

Telephone, email, web support available 3am — 7pm EST
Over 99% browser compatibility

128 bit strong encryption security

Backed by warranties ranging from $50 to $10,000

InstantSSL Certificates provide you with the key to successfuly using SSL on your

webserver.
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Testing your webserver before you buy -
Try a Trial 55L Certificate for FREE

“Only InstantSSL offers Trial SSL Certificates provide full SSL functionality for 30 days and are fully supported

free fully functional, by our expert technical support staff. Unlike test Certificates from other CAs,
validated and supported InstantSSL trial Certificates are issued using the same Trusted Root CA that issues
30 day trial Certificates, our end-entity SSL Certificates and provides 99% browser ubiquity, and NOT by a

giving you the unique different test CA. This unique service helps you fully test your system prior to your live
opportunity to fully test roll out.

the Certificate and your
webserver configuration Trial SSL Certificates are ideal for anyone requiring proof of ease of installation,
before going live.” confirmation of high quality technical support and also confirmation of compatibility
with the majority of the browsers that exist today. Trial SSL Certificates are also ideal
for practicing with Certificates and learning about SSL implementation before

committing to installing a Certificate on your live system.

Get your free 30 day trial SSL Certificate from

www.instantssl.com/products/trialssl.html
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Step by step instructions to set up SSL on your
Apache webserver

There are four stages to setting up SSL on your Microsoft IIS 5x webserver:

Create a Certificate Signing Request (CSR)
Apply online

Installing your Certificate

Displaying your Secure Site Seal

A D

1. Generating a Certificate Signing Request (CSR)

A CSR is a file containing your certificate application information, including your
Public Key. Generate your CSR and then copy and paste the CSR file into the
webform in the enrollment process:

Generate keys and certificate:

To generate a pair of private key and public Certificate Signing Request (CSR) for a
webserver, "server", use the following command :

openssl req —-new —nodes -keyout nyserver.key —out server.csr

This creates a two files. The file myserver.key contains a private key; do not disclose
this file to anyone. Carefully protect the private key.

In particular, be sure to backup the private key, as there is no means to recover it
should it be lost. The private key is used as input in the command to generate a
Certificate Signing Request (CSR).

You will now be asked to enter details to be entered into your CSR
What you are about to enter is what is called a Distinguished Name or a DN.

For some fields there will be a default value, If you enter ", the field will be left blank.

Country Name (2 letter code) [AU]: GB

State or Province Name (full name) [Sone-State]: Yorks

Locality Name (eg, city) []: York

Organi zati on Name (eg, conpany) [Internet Wdgits Pty Ltd]: MConpany
Ltd

Organi zational Unit Name (eg, section) []: IT

Conmmon Nanme (eg, YOUR nane) []: mysubdomai n. nydomai n.com

Emai | Address []:

Pl ease enter the following 'extra' attributes to be sent with your
certificate request

A chal |l enge password []:
An optional conpany name []:

Use the name of the webserver as Common Name (CN). If the domain name is
mydomain.com append the domain to the hostname (use the fully qualified domain
name).
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The fields email address, optional company name and challenge password can be left
blank for a webserver certificate.

Your CSR w ill now have been created. Open the server.csr in a text editor and copy
and paste the contents into the online enroliment form when requested.

2. Applying for your InstantSSL Certificate Online

Visit www.instantssl.com and select your SSL Certificate product type. You will be

required to submit the CSR into a webform. When you make your application, make
sure you include the CSR in its entirety into the appropriate section of the enrollment

form. When you view your CSR it will appear something like:

----- BEGI N NEW CERTI FI CATE REQUEST- - - - -

M | DVj CCAr 8 CAQAwez EdMBs GALUEAXMUd3d3LmL5ZG9t YW ubmFt ZS5j b20x DDAK
BgNVBAsTA1ldl Yj EaMBgGALUEChMRWA91ci BDb21wYWs51 E5hbWJUx EDAOBgNVBACT
B0151 ENpdHkx ETAPBgNVBAgTCE151 FNOYXRI MQs wCQYDVQQGEwWJ VUz CBnz ANBgk g
hki GOwOBAQEFAAOBj QAwg Yk CgYEAuev9LNSRX/ 6u51 z7ckpt 01 GADwnAF/ | sksJO
n5r 9W1EK9Np5/ OJEt 72r 5es3ni e5r TKo304yvSLovkSOvqT+i O EZvl 5BAmXTEPwW
f DLj Ecwc Nb8SCJ 4 Ar UAhHKJIWHDKJIHDKDA6587568gf hj f j FHGFHFhsgGHJGJj hhj
HFDATGFr YTr YTr f GHI &DHJIKDHkj wj kkgAgcwCgY!l KoZl hve NHKIHFryt DETR$456

Awc WEWYDVRO| BA) | gf qGCi s \ gl 4wges CAQEe
Wy BNAGKk AYwB B Uw| CA, QBURGAAZQBsS AC67
QwBYy AHk Ac AB ZwBy A CcABOAGKk AYWAGAFAACGBvV AHYAaQBk AGUAC gOBi QCq

EH3QppP7Ewuz60h4EUXMbKdqgi eAcbQ52i FSXqQ/ n1xAt EpVUf j | M3exr 42Ehy Yl r
| V7cpUKbSr/ eQ6c/ hji Ui 17Epv] eBBVOBk FWsWz JoShx 0BmOKv DnKI NNQC3Jya+M
N/t 9axyuCwdUYJi Lgl Nnj cBLSxL/ 6hovXNDLuCLgMAAAAAAAAAAAMAOGCSqGSI b3
DQEBBQUAA4 GBAEQT6 Pwj 0BHe OUw+AROGAT30q+10OYNkr 341 CouMC6M7Kql KgVZDV
t Res4uz1Yf 8+WRCut VvDByr ey+CdgzJzHvHqS6l Aj 2swx8Qadcl VWOk Zf H/ / k/ KE
1M OEb6c3MplECorj | mtHRN20Qga+dnDBOowy RYn7Vz+NKar 88nr Jwk/

----- END NEW CERTI FI CATE REQUEST-- - - -

Be sure to copy the CSR text in its entirety into the application form, including the:

3. Installing your InstantSSL Certificate
Step one: Copy your certificate to file

You will receive an email from Comodo Security Services with the certificate in the
email (yourdomainname.crt). When viewed in a text editor, your certificate will look

something like:

----- BEGI N CERTI FI CATE- - ---

M | DVj CCAr 8 CAQAwez EdMBs GALUEAXMUA3d3LmL5ZG9t YW ubmFt ZS5j b20x DDAK
BgNVBAs TA1ldl Yj EaMBgGALUEChMRWWO 1ci BDb21wYW551 E5ShbWJUx EDAOBgNVBAC T
B0O151 ENpdHkx ETAPBgNVBAgTCE151 FNOYXRI MQs wCQYDVQQGEWJ VUz CBnz ANBgk g
hki G9wOBAQEFAAOBj QAwg Yk CgYEAuevILNSRX/ 6u51 z7ckpt Ol GADwWnAF/ | sksJO
n5r 9W1EK9Np5/ OJEt 72r 5es3ni e5r TKo304yvSLovkSOvgT+i O EZvl 5B4mXTEPw
f DLj Ecwc Nb8SCJ4Ar UAhHKJIWHDKJHDKDA6587568gf hj f j FHGFHFhsgGHJGJj hhj

HFDANTGFr YTr Y | ADRJ Hk g Vigh Ag Y ! RV GNEIKIgIFpyt DETR$456
Awc WEWYDVROI Y, lgf Y( @l B gl 4wges CAQEe
Wy BNAGK AYwB: A A Fl L ALNLE uBG4AZQBs AC67

QwBYy AHk Ac ABOAGB AZwBY AGEAC ABo AGk AYWAg AFAAC g Bv AHYAa QBk AGUAC g OBi QCq
EH3QppP7Ewuz60h4EUXMbKdgi eAcbQ52i FSXqQ/ n1xAt EpVUf j | M3exr 42EhyYI r
| V7cpUKbSr/ eQ6c/ hji Ui 17Epv] eBBVOBkFWsWzJoShx0BmOKv DnKl NNQC3Jya+M
N/ t 9axyuCwdUYJi Lgl Nnj cBLSxL/ 6hovXNDLuCLgMAAAAAAAAAAAMAOGCSqGSI b3
DQEBBQUAA4 GBAEQT 6 Pwj 0 BHe OUw+AROGAT30q+10YNkr 341CouMC6M7Kql KgVZDV
t Res4uz1Yf 8+WRCut VvDByrey+CdgzJzHvHqS6! Aj 2swx8Qadcl| VWOk Zf H/ / k/ KE
1M OEb6c3Mp1ECorj | mtHRN20Qga+dnDBOowy RYn7Vz+NKar 88nr Jwk/

----- END CERTI FI CATE- - - - -
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Copy your Certificate into the directory that you will be using to hold your certificates.
In this example we will use /etc/ssl/crt/. Both the public and private key files will
already be in this directory. The private key used in the example will be labelled

private.key and the public key will be yourdomainname.crt.

It is recommended that you make the directory that contains the private ley file only

readable by root.

Step two: Install the Intermediate Certificates

You will need to install the chain certificates (intermediates) in order for browsers to
trust your certificate. As well as your SSL certificate (yourdomainname.crt) two other
certificates, named GTECyberTrustRootCA.crt and
ComodoClass3SecurityServicesCA.crt, are also attached to the email from Comodo

Security Services.

Apache users will not require these certificates. Instead you can install the
intermediate certificates using the following 'bundle’ method. In the Virtual Host

settings for your site, in the httpd.conf file, you will need to complete the following:

1. Copy the below ca-bundle file to the same directory as httpd.conf (this contains all

of the CA certificates in the chain).

----- BEGI N CERTI FI CATE- - - - -

M | B+j CCAWMCAgG] MAOGCSqGSI b3DQEBBAUAMEUx Cz AJBgNVBAYTAI VTMRgwFg YD
VQQKEWIHVEUgQ29y cG9y YXRpb24x HDAaBgNVBAMTEOdURSBDeWI | ¢l RydXNOI FJv
b3QwHhc NOTYwWM | z M MwMT AwWwhc NMDYwM | zMj MLOTAwWW BFMQs wCQYDVQQGEwWJ V
Uz EYMBYGA1UEChMPR1RFI ENvcnBvcmF0aWduMRwwGg YDVQQDEX NHVEUgQ3!1 i ZXJU
cnVzdCBSb290M Gf MAOGCSqGSI b3DQEBAQUAA4GNADCBiI QKBgQC45k+625h8¢c Xy v
RLf TDObZZOWIwUKOx 7pJj TUt eueLveUFMVNnGs S8KDPuf pz+i CWaEVh43KRuH6X4M
ypqf pX/ 1FZSj 1aJGgt hoTNE3FQZor 734s LPwKf WWgk WY XcKI i XUTOWgx7311t/5
1Ki OQswkwB6RJ0q1 bQaAYznEol 44Awl DAQABMAOGCSqGS| b3 DQEBBAUAA4 GBABKz
dcZf HeFhVYAAll FLezEPI 2PnPf MD+f Q2qLvZ46WXTeor KeDWanOB5s CJ09Px4 KW
ljeaY8Jl I LTbcuPl 9tl 8vr GvU90Ut CG4A1t WWA/ 50DFI i t ppK+ULdj G+BgXH/ 9Apy
bWLEDp3zdHS01TRJ6V6e6bR64eVaH4QwnNOf pSXY

----- END CERTI FI CATE- - - - -

----- BEGI N CERTI FI CATE- - - - -

M | Ey DCCBDGgAwl BAgl EAgACz ANBgk ghki G9w0BAQUFADBFMQs wCQYDVQQGEWJ V
Uz EYMBYGA1UEChMPR1RFI ENvcnBvcmFOaWduMRwwGg YDVQQDEX NHVEUgQ31 i ZXJU
cnVzdCBSb290MB4 XDTAy MDgy Nz E5S MDc wMFo XDTA2MDI y Mz | zNTk wMFowgdwx Cz AJ
BgNVBAYTAk d CMRc wFQYDVQQKEW5Db21vZG8g TGl t aXR ZDEdMBs GALUECx MUQ29t
b2RvI FRydXNOI E5I dHdvcmsxRj BEBgNVBAsSTPVRI cmlz| GFuZCBDb25kaXRpb25z
1 G9ml HVzZTogaHROcDovL3d3dy5j b21vZGBubmvOL3JI cG9zaXRvcnkxHz AdBgNV
BAsTFi hj KTI wMDI gQ29t b2RvI ExpbW 0ZWQx L DAqBgNVBAMTI ONvbWok by BDb GFz
cyAzI| FNI Y3VyaXR5! FNI cnZpY2VzI| ENBM | Bl j ANBgkghki GOwOBAQEFAAOCAQS8A
M | BCgKCAQEAsR5gZuBDBp4naC8Cncel 34Xr 22Xs1El nei 4f zdwVLNYer PKdRj pd
ABA9BSxaGA1ZJUKj csCt KNKt PDHi Swf 7Xpj r gDPWabJanuosSaYmLkzwz Kt AOqr e
LE6Bt bp7uFzQe71H9¢cAGOsDk10f bYkCvoRxRAXj buNC7] Mc8eeol ZKAmGeE8Zkdn
kpl7VasOwnVu2SeOnYzwHdprnl YEopCl6p2Mz/ s5Q6j wGC2e9xkQLJIJwv4dCx/ 9dZ
XMLAMvnXgdt RHPJBUoOFBs YO4y An+mSJHgE+cy67gKNUcr HBHs CW o ThCF2v6am6N
X3n49i kDMKRuRt SFXapAmTh22x4Bf e UMp QI DAQABo04| Bpz CCAaMWRQYDVROf BD4w
PDA60Di gNoYOaHROcDovL3d3dy5wdWisaWvt dHJ1¢c3QuY29t L2NnaSli aWAvQlIM
Lz wMDYv Y2RwL mNy b DAdBgNVHQ4EFgQU9I | i FXUTCANZvxi VnOi Ouen++GYwgZl G
Aludl ASBi j CBhzBJBgoghki G+GMBAgEFMDs wOQY! KwYBBQUHAgEW. WhOdHABLY 93
d3cucHVi bGl j LXRydXNOLmMNvbS9DUFMWvT21uaVJIvb3QuaHRt bDA6Bgwr BgEEAbDI x
AQI BAWEWKj AoBggr BgEFBQc CARYcaHROCHMELY9zZWN1cmUuY29t b2RvLmGl dC9D
UDBYBgNVHSMEUTBPo Uk Rz BFMQs wCQYDVQQGEwWJ VUz EYMBYGA1UEChMPR1RFI ENv
cnBvcmF0aWo uMRwwGg YDVQQDEXx NHVEUg Q31 i ZXJUcnVzdCBSb290ggl Boz Ar BgNV
HRAEJ DAi gA8y MDAy MDgy Nz E5MDcz MVqBDz | wmMDUWM | z M M1OTAwWW AOBgNVHQ8B
Af 8EBAMCAe YWDWYDVROTBAgwBgEB/ wi BADANBgk ghki GO9w0BAQUFAAOBgQC2p7B6
cYvgur OBHj YyeoYY1vGr TTkl cQZaZ6BLAeUwQG2Jt Z4Vqr HH9Ar GXA7pN960l 8f ¢
zs1x+3QCBI9xf FScl Uwd21LkG6cJ3UB7KybDCRoGAAKLEqQl zW NI VMr 5W v HqvaDj
VA2AOur M+5pX7Xi | Nj 1W6t HndMoOw8+x UengDA==

----- END CERTI FI CATE- - - - -
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2. Add the following line to SSL section of the httpd.conf (assuming /etc/httpd/conf is
the directory to where you have copied the ca.txt file). if the line already exists
amend it to read the following:

SSLCACertificateFile /etc/httpd/ conf/ca-bundle/ca.txt

If you are using a different location and certificate file names you will need to change

the path and filename to reflect your server.

The SSL section of the updated httpd config file should now read similar to this

example (depending on your naming and directories used):

SSLCertificateFile /etc/ssl/crt/yourdomai nname.crt
SSLCertificateKeyFile /etc/ssl/crt/private.key

SSLCACertificateFile /etc/httpd/ conf/ca-bundl e/ ca_new. txt

Save your httpd.conf file and restart Apache.

4. Displaying your Secure Site Seal

As a valued InstantSSL customer we encourage you to display the InstantSSL secure

site seal to help promote your secure site to customers. The secure site seal is free to
all InstantSSL customers.

Contact us to discuss our TrustLogo technology and how providing real-time identity
assurance to customers to help establish even more confidence and trust with your
customers.
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Fast, cost-effective SSL Security for your webserver...

The Internet is a revolutionary medium for you to improve your sales and online
services for customers. InstantSSL is the perfect solution to securing your webserver

with SSL quickly, easily and cost-effectively.

Contact us to discuss your individual security requirements

Contact us between 3am and 7pm EST to discuss how InstantSSL can help you:

support@comodogroup.com

sales@comodogroup.com

Comodo =

3401 E. McDowell Rd, Suite B, Phoenix AZ 85008.
Tel Sales: (877) COMODO-5

Fax Sales: (720) 863 2140

3am- 7pm EST

Comodo BE

New Court, Regents Place
Regent Road, Manchester
M5 4HB, United Kingdom

Tel: +44 (0) 161 874 7070

Fax: +44 (0) 161 877 1767
8am - 12am GMT
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